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Contact Us

Online: NetAlly.com

Phone: (North America) 1-844-TRU-ALLY
(1-844-878-2559)

NetAlly
2075 Research Parkway
Colorado Springs, CO 80920

For additional product resources, visit
NetAlly.com/Products/EtherScope.

For customer support, visit
NetAlly.com/Support.

Register your EtherScope nXG

Registering your product with NetAlly gives you
access to valuable information on product
updates, troubleshooting procedures, and
other services.

To register, go to NetAlly.com/Registration.
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EtherScope nXG User Guide

Introduction

The EtherScope nXG Portable Network Export
is a rugged, hand-held tool for testing and
analyzing copper, fiber, and Wi-Fi networks.
It features applications developed by NetAlly
for network discovery, measurement, and
validation, which are available from the

and screens.

All NetAlly hand-held testers include access
to Link-Live Cloud Service at Link-Live.com.
Link-Live is an online system for collecting,
organizing, analyzing, and reporting your
test results. Test data is automatically
uploaded once your tester is properly
configured. Visit and "Claim"
your EtherScope to access these features.


https://link-live.com/

Introduction

How to Use this Guide

This User Guide describes the EtherScope nXG's
testing functionality and basic elements of the
Android interface.

The guide is meant for users who are know-
ledgeable about network operations, tests, and
measurements.

The EtherScope nXG may also be referred to as
just "EtherScope" or the "unit" in this guide.

The PDF Reader App

A PDF reader application is pre-installed on
your EtherScope to allow easy navigation of
this guide:

o Tap blue links to go to their destinations.
Underlined blue links open external
websites.

« Touch headings in the Contents list that
starts on page 2 to go to the corresponding
sections.

o Use the Search function in the upper
toolbar to find specific terms in the guide.
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Once you enter a term and search, the term
appears at the top of the PDF reader screen.
Touch the left and right arrows to search
forwards and backwards in the guide for the
term. In the image below, the user has
searched "problems."

& problems 152 X < >

Discovery Floating Action Button _..282

Device Types ..... ..283
Discovery Settings .. ..300
SNMP Configuration ..303
Problem Settings .................... 321
Wi-Fi Analysis App . ............... 325
Introduction to Wi-Fi Analysis ........ 327
Using the Wi-Fi App Screens .......... 328
Wi-Fi App List Screens .............. 329
Filtering in the Wi-Fi App ........... 331
Sortingin the Wi-Fi App ............ 335

Wi-Fi Details Screens .._.._...........
Wi-Fi Problems Screen

To scroll quickly up or down in the guide,
touch and drag the page number tab 141
at the right. Drag the tab to the very top of
the screen to return to the title page.
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Touch and hold the page number tab 141
to open a dialog that allows you to return
to the previous page you were viewing.

Go to page
lﬁvﬂer page number (1-555)
Go to last viewed: Page 80

CANCEL

NOTE: You cannot touch the back buttons,
. or [, to go back to your previous place
in a PDF.

To browse the PDF Contents or
Bookmarks, touch the action overflow icon
B in the upper tool bar.
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User Guide
PDF - 9:55 AM

Comment List

Contents

Thumbnails

Add Bookmark

Select Contents to view the list of chapters

and choose a section to read.

Contents

Contact Us

Introduction

Home and Android Interface
General Settings and Tools

Software Management

EtherScope nXG Testing Applications
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o Tap the blue Back to Title and Contents
link wherever it appears to return to the
title page with app links.

o Scroll to show or hide the app toolbars at
the top of the Adobe Reader screen and the
Floating Action Button (FAB) at the bottom
right.

o Tap the screen twice to zoom in or out.

To download this guide onto your PC, you can

transfer the PDF file using one of the methods

described in the Managing Files section, or go
to NetAlly.com/products/EtherScope.

Back to Title and Contents
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Introduction

Buttons and Ports
Button and port functions on your EtherScope
unit are described below.

External .
Antenna Port 1G/10G Fiber Port

o[
RJ-45 Cable Test
and Management

|
USB Type-C
and Powe

Power Button

r

20
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FEATURE DESCRIPTION
Connects to an SFP adapter
Fiber Port and fiber cable for network

1G/10GBASE-X

testing. NOTE: 100FX SFPs are
not supported.

RJ-45 LAN Port
10M/100M/1G/
2.5G/5G/10G-
BASE-T

Connects to a copper Ethernet
cable for network testing
Charges the unit if PoE Class 4
or higheris available

Transmit LEDs

Green LED lit: Linked
Yellow LED flashing: Activity

USB Type-A Port

Connects to any USB device

RJ-45 Cable Test
and Management
Port

Connects to an Ethernet cable
for patch cable testing and
unit management

USB Type-C
On-the-Go Port

Connects toa USB Type-C
connector for file transfer and
to the included AC adapter for
charging the unit

Power Button
and LED

Green LED: Unit is powered on
Red LED: Unit is charging

Microphone

Allows voice input

Camera and Flash

Capturesimages and actsas a
flashlight

21
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FEATURE DESCRIPTION

Micro SD Card Used fqr removable storage

slot expansion (See Inserting a
Micro SD Card below.)

Increase or decrease the

audio volume

Volume Buttons

Speaker Produces audio

See Test and Management Ports for detailed
explanations of the port functions.

Refer to the product Specifications if needed.

Inserting a Micro SD Card

A Micro SD card must be inserted with the
metal contacts facing the front (towards the
touchscreen) of the unit, as shown below.

22



Introduction

The card should slide in easily when properly
oriented. You may need a paperclip or
thumbnail to carefully push the SD card in far
enough to engage the spring mechanism for
insertion and removal.

Using a Kensington Lock

The Kensington Lock slot is the right, front vent
hole on the bottom of the unit, as shown
below.

23
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Charging and Power

Your EtherScope nXG includes a USB-C 15V/3A
power adapter.

A : Only the NetAlly-supplied power
adapter is supported.

To begin charging the internal Lithium lon
battery, plug the included power adapter into
the USB-C charging port on the left side of the
unit and an AC outlet. The Power LED button
turns red when the unit is charging and goes off
at full charge. The unit will fully charge in 2-4
hours via AC power.

When in charging mode (meaning the unit is off
but plugged into an AC power source), the unit
will turn on once every 24 hours and top off
the battery charge, then power off again.

When on battery power only, the unit will run
for 3-4 hours, depending on the type of testing
being conducted.

PoE Charging

Power over Ethernet (PoE) is also convenient
for charging when the unit is connected to a

24
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switch with Class 4 802.3at (25 W) and above. To
charge with PoE, connect the top RJ-45 port on
the unit to a network switch with PoE or a PoE
injector.

To charge via PoE, the unit must be powered
on or in display sleep mode and the "Charge
battery via PoE" setting must be enabled in
General Settings.

The EtherScope must also run an AutoTest
Wired Profile to detect PoE availability. If the
AutoTest app is not currently open, the last
Wired Profile in the Profile list runs auto-
matically when you power on the unit or
EtherScope detects a new copper link in the
top Wired Test Port.

See Buttons and Ports for port locations and
descriptions.
Powering On

« Hold the power button on the front of the
unit for approximately one second to start
it up. The Power LED turns green when the
EtherScope nXG is powered on.

25
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« When the display goes into Sleep mode, the
power LED remains on. Touch the power
button briefly to wake up the display. Set
the timing for display sleep and auto power
off in the E Device Settings.

o To shut down, hold the power button for
one second until the “Power off” and
"Restart" dialog box appears on the touch-
screen, and then touch Power off.

o To perform a hard power off (without
shutting down the software), press and hold
the power button for five seconds. Only use
this method if the unit is unresponsive to a
normal power off.

Back to Title and Contents
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Safety and Maintenance

Observe the following safety information:

Use only the Adapter provided or Power over
Ethernet to charge the battery.

Ensure that the Adapter is easily accessible.

Use the proper terminals and cables for all
connections.

A : To avoid possible electric shock
or personal injury, follow these guidelines:
o Do not use the product if it is damaged.

Before using the product, inspect the case,
and look for cracked or missing plastic.

« Do not operate the product around
explosive gas, vapor, or dust.

o There are no serviceable parts. Do not try to
service the product.

o There s risk of explosion if the battery is
replaced by an incorrect battery type.

o Dispose of battery packs and electronicsin
compliance with your institution's disposal
instructions.

27
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o If this product is used in a manner not
specified by the manufacturer, the pro-
tection provided by the product may be
impaired.

Safety Symbols

Warning or Caution: Risk of
A damage to or destruction of
equipment or software.

A Warning: Risk of electrical shock.

® Not for connection to a public
telephone system.

& Class 1 Laser Product. Do not look
into the laser.

Cleaning

To clean the display, use a lens cleaner and a
soft, lint-free cloth.

To clean the case, use a soft cloth that is moist
with water or a weak soap.

Scratches on the dark-colored plastic can be
removed by lightly scrubbing a 1:2 mixture of

28
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toothpaste to water onto the affected surface
with a stiff-bristled brush.

A Do not use solvents or abrasive
materials that may damage the product.

29
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Legal Notification

Use of this product is subject to the End User
License Agreement available at
http://NetAlly.com/terms-and-conditions or
which accompanies the product at the time of
shipment or, if applicable, the legal agreement
executed by and between NetAlly and the
purchaser of this product.

Open-Source Software Acknowledgment: This
product may incorporate open-source
components. NetAlly will make available open-
source code components of this product, if
any, at Link-Live.com/OpenSource.

NetAlly reserves the right, at its sole discretion,
to make changes at any time in its technical
information, specifications, service, and
support programs.

30


http://netally.com/terms-and-conditions
http://link-live.com/OpenSource

EtherScope nXG User Guide

Home and Android
Interface

This chapter explains how to use the
features of the Android Home screen and
user interface to navigate and organize your
device.

The EtherScope nXG interface supports many
of the operations typical of any Android
device. Use dragging and motions
on the touchscreen to navigate through
apps, open side menus, drag down the

from the Status Bar at
the top of the Home screen, or drag up the

screen from the bottom.



Home and Android Interface

h
Swipe down
from the
Status Bar . . .
to t\/'lfl'EWt' Hold and
notifications. Ping/TCP Capture drag app
icons to the
right to add
them to a
new Home
page.
Path Analys..

(Netally |
Apps

Performance

E . PDF

Link-Live App Store Cable Test User Guide

Touch or swipe
up to open the

Apps screen.
Apps in this
row are
static across
Home pages.

Go back to the

View or close

previous screen. J Go to the recently used
Home screen. apps.



Home and Android Interface

Like other Android devices, your EtherScope
nXG Home screen is customizable. The image
above shows the default configuration, but you
can add, remove, and reorganize app icons and
widgets to serve your purposes.

You can also create more Home pages by
touching, holding, and dragging an app icon to
the right from the main Home screen.

See the Apps screen section for instructions on
adding more apps to your Home pages.

33



Home and Android Interface

Navigating the Android
System

The navigation actions you can perform to
move through screens and panels in
EtherScope nXG are the same as those you
would use to navigate an Android phone or
tablet.

The main device navigation buttons appear at
the bottom of the touch screen.

The back icon returns to the previous
screen.

. The circle icon opens the Home screen.

The square icon displays your recently
used applications for easily switching
between then. This is also the screen
where you can close, or stop, the open
applications.

TIP: Double tap the square icon to
switch back to the previous app you
were using and switch back and forth
between two app screens (like a testing
app and this User Guide).

34



Home and Android Interface
Swiping
Touch and drag your finger or "swipe" up,
down, left, and right to move through pages of
the Home screen and applications, scroll up or

down, and pull out navigation drawers and
panels.

Long Pressing

Touch and hold or "long press" files or
application icons to reveal additional
operations.

For example, you can long press a file name in
the Files Application to reveal the top toolbar
with options for sharing, deleting, or moving
the file.

& 2selected < ®

NOTE: Additional options often appear in
an overflow menu, designated by the action
overflow icon § .

You can also long press on text on most screens
to open options for copying and sharing the
text.

35



Home and Android Interface

TIP: You can use this feature to attach a text
string, as a comment, to test results
uploaded to Link-Live.

Back to Title and Contents
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Home and Android Interface

Android Status Bar and
Notifications
% M Y w v} @ PoE S @ 100% @ 10:31

The Status Bar across the top of the screen
displays notification icons from the Android
system as well as EtherScope nXG specific icons
related to your network connections and test
statuses.

See Connection and Scanning Notifications for
details about the notifications related to
EtherScope nXG network testing and
management.

Touch and swipe down on the Status Bar to
open the Notification Panel.

Notification Panel

The Notification Panel contains notifications
from your device, such as downloads and
installs, inserted hardware, captured
screenshots, app and connection statuses, and
updates. The panel also displays common
settings icons for quick access.

37



Home and Android Interface

Swipe (touch and drag) downwards on the
Status Bar at very top of the screen to slide
down the Notification Panel.

100% @ 11:12

v : - S

Wed, Aug 7

{% EtherScope
Wi-Fi Channel Notification
Mode: Scanning Channel: 157

“® EtherScope v

Wi-Fi Management Port
IP Address: 192.168.1.11

V} EtherScope v

Wired Port
IP Address: 10.250.3.161

@ Android System v

SD card
For transferring photos and media

CLEARALL

38



Home and Android Interface

Touch the title and down arrow -~ on a
notification (or swipe down on it) to
expand the box and view more details or
options.

|
@ Android System A(—[ Tap to expand or collapse. ]

SD card
Settings.

SD card
For transferring photos and media Tap to open

EXPLORE EJECT

Touch the middle of a notification to open
the related app, image, or device settings or
to perform other related actions.

Swipe left on a notification to dismiss it.

NOTE: Because they are essential to the
EtherScope testing functions, you cannot
dismiss the test and management port-
related connection or scanning
notifications.

Touch CLEAR ALL at the lower right of the
panel to dismiss all Android system noti-
fications.

39



Home and Android Interface

Apps Screen and Store

To access the apps that are not shown on the
Home screen, swipe up on the Home screen or
touch the up arrow icon A.

N B N

Adobe Acro.. App Store AutoTest Cable Test

Cactus Play.. Calculator Calendar Camera

® O O 8

Capture Chrome Clock ColorNote

= a3

Contacts Discovery Downloader  Draw and P..

Ethernet . | |

40



Home and Android Interface

The Apps screen displays all the apps on your
device. The image above is an example. Your
Apps screen may contain different third-party
apps.

o Tap an app'sicon to open the app.

o Hold and drag an icon upwards to add it to
your Home screens.

o Touch and hold (long press) an icon to view
App Info or access widgets you can add to
the Home screen and other actions you can
perform.

D App Store

From the Home Screen or APPS Screen, open
the NetAlly I: App Store to download third-
party Android applications to use on your
EtherScope nXG.

NOTE: Your unit must be "claimed" to Link-
Live Cloud Service at Link-Live.com to
access the App Store.

41
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Home and Android Interface

App Store Q Touch the
search icon

AVAILABLE UPDATES to search
— for an App.
Pivotal
Tracker DOWNLOAD
10.89MB
_?E QR Code
r-\:-ﬁ Reader DOWNLOAD
& 1.72MB
;|
ROWNLOAD,

To request that an App be added to the App
Store, visit the Apps > page at Link-Live.com,
and select the Floating Action Button (FAB)
° at the lower right corner to Request an

App.

Back to Title and Contents
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Home and Android Interface

Device Settings

To access the Android system device settings,
touch the Settings ] icon at the bottom of
the Home screen.

Q,  Search settings

L Network & Internet
Wi-Fi

Connected devices
Gﬂ Bluetooth, USB

.o Apps & notifications
oo Permissions, default apps

. Battery
56% - 51m until fully charged

v Display
Wallpaper, sleep, font size

) Sound

Volume, vibration

Storage
50% used - 8.05 GB free

43



Home and Android Interface

Use the device Settings screen to adjust the
display, sound, and date/time; view installed
applications and memory devices; connect to
Wi-Fi; or reset to factory defaults.

Quick Settings Panel

You can also access some of the most common
device settings, like Wi-Fi, from the Quick
Settings Panel by swiping down from the
Status Bar at the top of the touchscreen.

99% @ 11:40
\ QA
v . N

Wed, Aug 7 - 2N v

‘%2 EtherScope

Wi-Fi Channel Notification
Made: Scannina.Channel:.12.

Swipe down twice to open the full Quick
Settings Panel.

44



Home and Android Interface

100% M 11:37

—@

\D

v A

The Office Bluetooth ~ Do not disturb ~
Network #1

S

Flashlight Auto-rotate

Wed, Aug 7

Touch and drag the slider control at the top
of the panel to adjust the screen's bright-
ness.

Tap an icon in the panel to enable or
disable the corresponding feature. For
example, you can turn the unit's Wi-Fi .
or screen Auto-rotate options on or off
from the quick settings.




Home and Android Interface

o Touch and hold an icon to open the
relevant device setting screen if there is one.
For example, touch and hold the Wi-Fi icon

to open Android's Wi-Fi settings or the
Auto-Rotate icon to open Display
settings.

« Tap the pencil icon # at the bottom of the
Quick Settings Panel to configure the icon
controls that appear in the panel.

Auto Power Off

Activating the Auto Power Off function helps to
extend the battery run time.

1. From the Device Settings E, select
Display.

2. On the Display settings screen, touch
Device auto power off.

3. Inthe pop-up dialog box, select how long
you want the unit to remain On with no
activity occurring. It will automatically
power off after the selected period of
inactivity has passed.

46



Home and Android Interface

Similarly, you can adjust the setting that
controls when the display goes into Sleep
mode from the Display settings screen.

Back to Title and Contents
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Home and Android Interface

Connecting to Wi-Fi

To access the internet via Wi-Fi, set up the
Android device Wi-Fi connection. The Wi-Fi
Management Port connects via the main
Android Wi-Fi function.

NOTE: While Wi-Fi AutoTest profiles connect
to Wi-Fi networks for testing, those Wi-Fi
Test Port connections do not perform the
functions of the main device Wi-Fi access.

To connect your EtherScope to a Wi-Fi
network, access the Android Wi-Fi Device
Settings using either method below:

o Open the device Wi-Fi settings from the
main Device Settings screen by touching the
Settings icon ﬂ and selecting Network &
Internet > Wi-Fi.

& Network & Internet g

9 Wi-Fi .

Not connected

« Open device Wi-Fi settings from the Quick
Settings panel by dragging down the Status

48



Home and Android Interface

Bar and touching and holding (long
pressing) the Wi-Fi icon.

99% @ 11:40

4

Wed, Aug 7

5 EtherScope

Wi-Fi Channel Notification
Made:.Scannina.Channel:.12.

Either path opens the Wi-Fi settings screen.

. IV S 0529
Wi-Fi (7]
On O

L 4 The Office Network #1 a8
— Aruba_WPA3 a8

v DIRECT-85-HP OfficeJet 4650 ]

9 linksys-n ]

1. Ensure the Wi-Fi feature is On.
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2. Touch a discovered Wi-Fi network from the
list.

3. Enter the network's credentials.

The Office Network #1

Password

D Show password

Advanced options v

CANCEL

Most networks only require a password,
but depending on the security settings,
some may also require a company
username, EAP type, Authentication type,
certificate, or other credentials.

4. After entering credentials, touch CONNECT.

The network you selected moves to the top of
the list, and your connection status is displayed
below its name in device and quick settings.
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v

The Office
Network #1

The Status Bar displays the Wi-Fi status icon
Edat the top right of the screen.

Back to Title and Contents
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Sharing

EtherScope nXG allows you to “share” images
and files like you would on a smart phone.
When you see the Share icon <, touch it to
view your configured sharing options.

For example, the image below shows an
expanded Screenshot notification from the top
notification panel.

M Android System * now ~

Screenshot captured.
Tap to view your screenshot.

123 456780901120
5GHz

3 3% 3 40 42 44 4 48 52 56 60 64 100104 108

SHARE DELETE

Touch SHARE to open the “Share with” pop-up
dialog, where you can chose a sharing method,
such as email, messaging, or uploading to Link-
Live.
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Share with
Link-Live Gmail Bluetooth

Sharing Files to Link-Live

From the “Share with” dialog box (and other
screens on the EtherScope), touch the Link-Live
option to share a file to Link-Live Cloud
Service. Depending on the file type, files can be

uploaded along with your last test result,
analysis data, or individually to the Uploaded
Files page in Link-Live.

The example image below shows the Link-Live
screenshot upload screen.
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Link-Live
by NetAlly

Channals Vap

Comment

2nd Floor South

Job Comment

'Jnion Hall

SAVE TO LAST TEST RESULT

SAVE TO UPLOADED FILES

See the Link-Live chapter for more information
on using Link-Live with your EtherScope nXG.
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Sharing a Text String Comment to
Link-Live

Attaching a text comment to test results sent
to Link-Live will help you organize and search
through your test data later.

1. Long press a text string to select it.

— AutoTest e

< COPY SHARE SELECTALL )ams: 0

SSID: HOME-0366-2.4

Security.S¥PA2-|
Roams: 0

AP: Pegatn:600292-bc48c0

RSSID: bhedRe0.

2. Touch Select All if needed.

AutoTest

@, R ey
COPY  SHARE ; Mbps Roams: 0

SSID: HOME-0366-2.4

S!rity: WPA2-P
Roams:.0
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3. Touch SHARE.

Share with
Link-Live Gmail Bluetooth

4. Select the Link-Live icon to open the Link-
Live sharing screen.
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S5 Link-Live
1| by NetAlly

B

Comment

HOME-0366-2.4

Job Comment

Enter Job Comment

EE= SAVE TO LAST TEST RESULT

5. Format your comments as needed, and
then touch SAVE TO LAST TEST RESULT.

TIP: Add a forward slash (/) to the front of the
Comment to automatically create a Folder in
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Link-Live and store the test result in the new
folder.

Saving a Screenshot

On the EtherScope nXG, press and hold the
Power button and the Volume Down button at
the same time for one second to save a
screenshot of the current screen. (See Buttons
and Ports for button locations).

The EtherScope nXG emits a beep and displays
the captured screenshot notification in the
Notification Panel when it is successful. Open
the notification to share the captured image via
your Email app, Link-Live, or another method.
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EtherScope nXG
Settings and Tools

The EtherScope nXG features a common set
of tools and that apply to
multiple Apps and testing behavior
throughout the unit. This chapter covers
settings, icons, and notifications specific to
EtherScope nXG.

Access common settings and screens from
the Left-Side Navigation Drawer = or the
Settings && screen in the NetAlly apps.



General Settings and Tools

Navigation Drawer

Each test app contains additional settings,
tools, and information in a "navigation drawer"
that slides out from the left side of the screen.

To open the navigation drawer:

o Touch the menu icon 5 at the top left of
the testing application screens.

o Touch and drag (swipe) to the right from
the very left side of the app screens.
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g AutoTest ~

@ Wired Profile
-
/4

Air Quality Profile

‘= Wi-Fi Profile

~ Connect to The Office
Network #1

£ AutoTest Settings
‘3 General Settings

@ About

As an example, the AutoTest navigation drawer
(above) provides access to the AutoTest
profiles, AutoTest Settings, General Settings,
and the About screen.

Settings for each specific app are described in
the chapter for the app.
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About Screen

EtherScope nXG Analyzer

Serial: 34

MAC Addresses
Wired: 00c017-5300d0
Wired Management: 00c017-5300d1
Wi-Fi: 00c017-5300d2
Wi-Fi Management: 00c017-5300d3

Versions
Software: 1.0.0.437
Android: 8.1.0
Android Build: 1.0.0.220

SFP Details
Type: 10GBASE-SR/1000BASE-SX (850 nm)
Vendor: FINISAR CORP.
Version: A
Model: FTLX8574D3BCV
Rx Power: -6.37 dBm

EXPORT LOGS

The About screen displays the serial number,
MAC addresses, software versions, and SFP
details for your EtherScope nXG. This screen
also contains the Export Logs functions, which
allows you to save your unit's logs for analysis
by NetAlly's technical support team.
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Exporting Logs

Touch the EXPORT LOGS link on the About
screen to download a .tgz file to the
Downloads folder on your unit. Open the Files
app to transfer the file using email or another
method. (See Managing Files.)
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EtherScope nXG General
Settings

The General Settings listed below control test
and management-related connections that
affect multiple test apps, including AutoTest,
Discovery, and Wi-Fi.

Access the General Settings from the left-side
navigation drawer in the apps listed above.

ﬂ General Settings
=  General Settings

Wi-Fi

Use Wi-Fi test ports
Enabled .

Country
United States (US)

Wi-Fi Band(s)
2.4 GHz and 5 GHz

T TR link
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Wi-Fi
Use Wi-Fi test ports: Enable or disable Wi-Fi
tests, connections, and measurements in the

testing apps, including AutoTest Wi-Fi Profiles
and the Wi-Fi analysis app.

NOTE: This setting does not disable the
main Android device Wi-Fi function, which
controls the Wi-Fi Management port con-
nection. See Device Settings to disable the
Android Wi-Fi.

Country: Set the unit for legal operation in
your country. This setting affects the Wi-Fi
bands and channels on which the unit will
transmit.

Wi-Fi Band(s): Select the wireless frequency
bands the unit will scan, test, and measure.
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PoE

Test PoE before link »
Disabled

Charge battery via POE .
Enabled

Management
VNC >

Allow VNC Connections: Enabled

Ethernet >
DHCP: Enabled

PoE

Test PoE before Link: By default, an AutoTest
Wired Profile performs the Link test before the
PoOE test is able to complete. Enable this setting
to tell EtherScope to complete the PoE test
before the Link test. Enabling this setting forces
POE negotiation to be completed before estab-
lishing link, improving compatibility with some
switches.
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Charge Battery via PoE: This setting is enabled
by default. If you do not want your EtherScope
unit to charge when connected to a switch
with PoE, touch the toggle button to disable.
An AutoTest Wired Profile must run to detect
PoE availability before the unit can use it for
charging.

See also PoE Charging.

Management

The settings below affect the EtherScope's
management port connections.

VNC

Touch VNC to open the VNC settings screen and
configure your unit's VNC connections for
remote operation.

See Test and Management Ports and Remote
Access for more information about connecting
to a VNC client.
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= VNC

Allow VNC Connections .
Enabled

Port number
5900 (rfb)

Password

Web viewer
Enabled .

Web viewer port
5800

Allow VNC Connections: Touch the toggle
button to enable or disable the remote
connections from VNC clients.

Port number: Touch to enter a port number
other than the default.

Password: Touch to enter a password, which
the VNC user must enter to access the
EtherScope interface remotely.
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Web viewer: Touch the toggle to enable to
disable web viewer access.

Web viewer port: Touch to enter a port
number other than the default.

Ethernet

DHCP: This settings controls IP address
assignment of the RJ-45 Wired Management
Port on the left side of the EtherScope. By
default, DHCP is enabled. Touch this field and
tap the toggle button to disable DHCP and
enter static IP addresses.

Back to Title and Contents
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Test and Management
Ports

The EtherScope nXG has two wired RJ-45
copper ports, a fiber port, and two Wi-Fi radios,
each with specific test or management
functions described in this section.

Configuring the Ports

The General Settings control

EtherScope's use of the test and management
ports. General Settings appear in the left-side
navigation drawer in the AutoTest, Discovery,
and Wi-Fi apps.

The settingsﬂ within many of the individual
NetAlly apps also let you choose which ports
that app will use for its test or analysis.
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Wired Test Ports

Internal Wi-Fi
Test Port

Refer to Buttons and Ports and the technical
Specifications if needed.

Test Ports

EtherScope runs Wired and Wi-Fi AutoTests,
connection tests, Discovery, and com-
prehensive network analyses over the test
ports.

You must run an AutoTest Wired or Wi-Fi Profile
in order to establish a link on the Wired or Wi-
Fi test ports. If the AutoTest app is not
currently open, the last Wired Profile in the
Profile list runs automatically when you power
on the unit or EtherScope detects a new
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copper link in the top Wired Test Port. Both
Wired Fiber connections and Wi-Fi Profiles must
be started manually in the AutoTest app.

If both the top fiber and copper ports are
connected to an active network, the
EtherScope uses the fiber link as the Wired Test
Port connection.

« Wired Copper Test Port: The copper test
port is the RJ-45 port on the top of the
unit. To disable, unplug the connection.

o Wired Fiber Test Port: The SFP and fiber
test port is also on the top of the unit. To
disable, unplug the connection.

o Wi-Fi Test Port: The internal Wi-Fi test
adapter is a 4x4 Dual-band 802.11ac wireless
radio. To disable, see General Settings in
the AutoTest, Discovery, and Wi-Fi apps' left
side navigation drawer.

Management Ports

EtherScope can run Discovery, Ping/TCP
connect tests, Path Analysis, and iPerf tests on
the management ports, but not packet
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captures, link speed, or other advanced
connection tests.

The Management Ports provide a more stable
network connection than the Test Ports, as the
Test Ports may frequently drop link and
reconnect or resume scanning.

« Wired Management Port: The wired
management port is the RJ-45 port on the
left side of the unit.

« Wi-Fi Management Port: The internal Wi-Fi
management port runs on the main Android
system's 1x1 Dual-band 802.11ac + Bluetooth
5.0 wireless adapter, which is configured in
the Android Device Settings. See Con-
necting to Wi-Fi to configure this con-
nection.
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Connection and Scanning
Notifications

EtherScope nXG shows notifications from the
NetAlly testing apps and ports in the top Status
Bar and drop-down Notification Panel. Swipe
down on the Status Bar to view the noti-
fications.

On each notification, you can touch the title
and down arrow to expand the box and view
more details or options.

“® EtherScope v (—rTap to expand or collapse.

Multiple Management Port Connections
IP Address: 164.164.166.242

The following icons may appear in your Status
Bar with the meanings described.

Test Port Notifications

A Wired Test Port connection, "Wired
Port," for testing is established from either the
top RJ-45 Ethernet port or the top Fiber port.
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V} EtherScope ~

Wired Port

Speed: 1 G FDx

IP Address: 10.250.2.191

NOTE: If both the fiber and top copper
ports are connected to an active network,
the EtherScope uses the fiber link as the
"Wired Port" for testing.

The Wi-Fi Test Port status displays with
the wireless channel number under a Wi-Fi or
Link icon.

. When the EtherScope unit is dwelling
on a Wi-Fi channel (in this case channel 6),
the channel number is static and the Wi-Fi
icon displays above it.

. When the EtherScope is scanning
wireless channels for discovery, Wi-Fi
analysis, or air quality measurements, the
number changes dynamically to show which
channel is currently being scanned.

|b:ﬁ EtherScope

Wi-Fi Channel Notification
Mode: Scanning Channel: 104
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. When the EtherScope unit is connected

to an AP on a Wi-Fi

channel, the channel

number is static and the Link icon displays

above it.

132 EtherScope ~

SSID: NSVisitor

Signal: -58 dBm

Channel Width: 20 MHz

IP Address: 192.65.49.107

Wi-Fi linked on channel 132

Management Port Notifications

A Management Po

rt connection is

established through the left-side RJ-45
Management port and/or the main Android Wi-

Fi adapter.

“$ EtherScope ~

Wired Management Port
IP Address: 164.164.166.242
Wi-Fi Management Port
IP Address: 192.65.49.83
SSID: NSVisitor
Channel: 52

Multiple Management Port Connections
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A Wired Management Port connection is
established through the left-side RJ-45
Management port. Its details are displayed
under the Management Port notification.

n A Wi-Fi Management Port connection is
established via the main Android Wi-Fi adapter.
Its details are displayed under the Management
Port notification.

If your Management connection is lost, the
following notification displays.

now

No Management Port Connection

PoE and VNC

IEE Your unit has access to Power over
Ethernet (PoE) for power and charging.

A remote VNC connection is active with a
VNC client.

VNC EtherScope v

VNC Connected

Back to Title and Contents
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EtherScope nXG Icons

The icons below appear in multiple NetAlly test
and Android apps.

Menu Icon - opens the left navigation
drawer or other menus

Refresh Icon - restarts testing and
measuring on the current screen

Settings Icon - opens configuration
options for the current app

Save Icon - saves settings or files or
loads saved configurations

Floating Action Button (FAB) - opens
the Floating Action Menu, which
contains additional actions

-~ @ HE @ [

Action Overflow Icon - contains addi-
tional actions

Directional Arrows (or Carets) -
indicate the ability to "drill in," open a
screen, or expand a panel for more
detailed information, or to change the
order of a list
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Floating Action Button
(FAB) and Menu

Many Android applications, including NetAlly's
AutoTest and Discovery apps, feature a Floating
Action Button or "FAB" ° that opens a
Floating Action Menu with more options for
analysis.

The FAB on the main AutoTest app screen
allows you to add new testing Profiles.

Add Wired Profile

Add Wi-Fi Profile

Add Air Quality Profile

The FAB on the Discovery app's Details
screen opens other apps for further
testing of the selected device.
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Path Analysis

Ping/TCP

Capture (Wired)

Browse

Floating action menus that appear in the
testing applications are described more spe-
cifically in the relevant chapters. For example,
see Using the Discovery FAB in the Discovery
app chapter for a more detailed illustration.
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Common Tools

Web Browser/Chrome

Some of the testing apps, like Ping/TCP and
Discovery, give you the option to Browse to
internet addresses using your preferred web
browser application. EtherScope has Google
Chrome pre-installed.

Camera and Flashlight

The camera lens and flash are located on the
back of the unit. (See Buttons and Ports.)

The Camera application B is located in the
Apps screen and on the Home screen by
default. Tap the icon to open the camera app
and take a photo, which you can then share to
other applications.

Additionally, once a Wired or Wireless AutoTest
Profile has completed, the Floating Action
Button appears and provides the option of
opening the camera application to take and
attach a picture to the AutoTest results to be
uploaded to Link-Live.
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The Flashlight feature can be accessed from the
Quick Settings Panel by swiping down twice
from the top of the screen.
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EtherScope nXG User Guide

Software Management

This chapter explains how to save and
transfer files, reset app and device defaults,
update your software, and remotely access
your EtherScope nXG.

Tap a link below to skip to your desired
topic:

Managing Files

Updating Software
Remote Access

Resetting App Defaults
Restoring Factory Defaults



Software Management

Managing Files

In EtherScope nXG's Android operating system,
images, documents, and other files live in a
folder hierarchy, where you can copy, move,
and paste them between folders or to external
storage locations.

See also Navigating EtherScope nXG.

u Files Application

The Files app allows you to access the files

saved on your EtherScope. Touch the u icon
at the bottom of the Home Screen (or from the
Apps screen) to manage your files.

84



Software Management

rM< U @ =

= EtherScope-n.. Q

Name ~
BB settings BB Alarms
BB Android @B DCIM
B8 Documents BB Download

« Tap afolder or file to open it.

o Long press on folders or files to view addi-
tional file management operations.

o Tap the action overflow icon ¢ in the Files
app to see even more actions, such as to
create a new folder, move afile, or delete
an item.
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o Open the left-side navigation drawer to
easily navigate through the different folders.

&

0
"]

Images

Videos

Audio

Recent

Downloads

EtherScope-nXG
8.12 GB free

SD card
7.96 GB free

A

To Move or Copy a file in the Files app, follow

this process:

1. Longpresson a file to select it. You can
then select more files as needed by tapping

them.
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& 2selected < W

2. Touch the overflow icon ¢ at the top
right.
3. Select Copy to... or Move to.... Your

selected action button appears at the
bottom of the screen.

CANCEL MOVE ‘

4. Navigate to the folder where you want to
move or copy to.

5. Touch the Move or Copy button at the
bottom of the screen.

Using a Micro-SD Card

To use a Micro-SD card for storage, insert it
into the Micro-SD card slot on the le